
1156 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: REGULAR PAPERS, VOL. 61, NO. 4, APRIL 2014

Multifunction Residue Architectures
for Cryptography

Dimitrios Schinianakis, Member, IEEE, and Thanos Stouraitis, Fellow, IEEE

Abstract—A design methodology for incorporating Residue
Number System (RNS) and Polynomial Residue Number System
(PRNS) in Montgomery modular multiplication in or

respectively, as well as a VLSI architecture of a dual-field
residue arithmetic Montgomery multiplier are presented in this
paper. An analysis of input/output conversions to/from residue
representation, along with the proposed residue Montgomery
multiplication algorithm, reveals common multiply-accumulate
data paths both between the converters and between the two
residue representations. A versatile architecture is derived that
supports all operations of Montgomery multiplication in
and , input/output conversions, Mixed Radix Conver-
sion (MRC) for integers and polynomials, dual-field modular
exponentiation and inversion in the same hardware. Detailed
comparisons with state-of-the-art implementations prove the
potential of residue arithmetic exploitation in dual-field modular
multiplication.

Index Terms—Computations in finite fields, computer arith-
metic, Montgomery multiplication, parallel arithmetic and logic
structures.

I. INTRODUCTION

A significant number of applications including cryptog-
raphy, error correction coding, computer algebra, DSP,

etc., rely on the efficient realization of arithmetic over finite
fields of the form , where and , or the
form , where a prime. Cryptographic applications
form a special case, since, for security reasons, they require
large integer operands [1]–[5].
Efficient field multiplication with large operands is crucial

for achieving a satisfying cryptosystem performance, since
multiplication is the most time- and area-consuming operation.
Therefore, there is a need for increasing the speed of cryptosys-
tems employing modular arithmetic with the least possible area
penalty. An obvious approach to achieve this would be through
parallelization of their operations.
In recent years, RNS and PRNS have enjoyed renewed sci-

entific interest due to their ability to perform fast and parallel
modular arithmetic [6]–[13]. Using RNS/PRNS, a given path
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serving a large data range is replaced by parallel paths of smaller
dynamic ranges, with no need for exchanging information be-
tween paths. As a result, the use of residue systems can offer
reduced complexity and power consumption of arithmetic units
with large word lengths [14]. On the other hand, RNS/PRNS im-
plementations bear the extra cost of input converters to translate
numbers from a standard binary format into residues and output
converters to translate from RNS/PRNS to binary representa-
tions [14].
A new methodology for embedding residue arithmetic in a

dual-fieldMontgomerymodular multiplication algorithm for in-
tegers in and for polynomials in is presented
in this paper. The mathematical conditions that need to be satis-
fied for a valid RNS/PRNS incorporation are examined. The de-
rived architecture is highly parallelizable and versatile, as it sup-
ports binary-to-RNS/PRNS and RNS/PRNS-to-binary conver-
sions, Mixed Radix Conversion (MRC) for integers and poly-
nomials, dual-field Montgomery multiplication, and dual-field
modular exponentiation and inversion in the same hardware.
The rest of the paper is organized as follows. A brief overview

of related previous work is offered in Section II, while the main
concepts of RNS and PRNS are summarized in Section III. In
Section IV, basic finite-field arithmetic concepts are provided
and the operation of field multiplication is defined. Following,

and Montgomery multiplication algorithms
are presented. In Section VI, the proposed RNS/PRNS Mont-
gomery multiplication algorithm is analyzed. The mathematical
conditions that allow a valid incorporation of residue arithmetic
in the Montgomery algorithm are also presented. In section
Section VI, a detailed overview of the proposed dual-field
Montgomery multiplier architecture is provided. Section VII
provides time and area complexity measurements, as well
as comparisons with other state-of-the-art implementations.
Conclusions are offered in Section VIII.

II. PREVIOUS WORK

Important progress has been reported lately regarding
implementations. The Massey-Omura algorithm

[15], the introduction of optimal normal bases [16] and their
software and hardware implementations [17], [18], the Mont-
gomery algorithm for multiplication in [19], as well
as PRNS application in multiplication, are, among
others, important advances [9], [10], [12], [20], [21]. PRNS
incorporation in field multiplication, as proposed in [9], is
based on a straightforward implementation of the Chinese
Remainder Theorem (CRT) for polynomials which requires
large storage resources and many pre-computations. The multi-
pliers proposed in [10], [20], perform multiplication in PRNS,
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but the result is converted back to polynomial representation.
This limitation makes them inappropriate for cryptographic
algorithms which require consecutive multiplications. Finally,
an algorithm which employs trinomials for the modulus set and
performs PRNS Montgomery multiplication has been proposed
[12]. However, there is no reference to conversion methods and
the use of trinomials may issue limitations in the PRNS data
range.

implementations have also withstood great analysis,
with the Montgomery algorithm being used in the majority
of them. Montgomery multiplication designs fall into two
categories. The first includes fixed-precision input operand
implementations, in which the multiplicand and modulus are
processed in full word length, while the multiplier is handled
bit-by-bit [22]–[25]. These designs are optimized for certain
word lengths and do not scale efficiently for departures from
these word lengths. Their performance has been improved by
high-radix algorithms and architectures [26]–[28].
The second category includes scalable architectures for vari-

able word-length operands, based on algorithms, in which the
multiplicand and modulus are processed word by word, while
the multiplier is consumed bit by bit [26], [29]–[31].
Montgomery’s algorithm has also become a predicate for

dual-field implementations [31]–[37]. The Montgomery archi-
tectures perform well for RSA key word lengths, by processing
word-size data, since RSA key sizes (512, 1024, 2048, etc.) are
always multiples of word size. However, in ECC, key sizes are
not integer multiples of word size, meaning that, if these archi-
tectures were to be used in ECC, they would require more clock
cycles for their execution and thus more power consumption.
An architecture configured at bit-level overcomes this problem
[23].
Finally, methods for embedding RNS in Montgomery multi-

plication have also been proposed [6], [7], [13], [38]–[41]. De-
tailed analysis and comparisons with such works are offered in
Section VII.

III. RESIDUE ARITHMETIC

A. Residue Number System

RNS consists of a set of , pair-wise relatively prime
integers (called the base) and the
range of the RNS is computed as . Any integer

has a unique RNS representation given
by ,
where denotes the operation . Assuming two
integers in RNS format, i.e., and

, then one can perform the operations
in parallel by

(1)
To reconstruct the integer from its residues, two methods may

be employed [14]. The first is through the CRT according to

(2)

where , is the inverse of modulo , and
is an integer correction factor.
The second method is through the MRC. The MRC of an

integer with an RNS representation is
given by

(3)

where and the s are computed
according to

...

(4)

providing that the predetermined factors and
are all unity [42]. Of the two

methods, the proposed architecture uses the MRC, as it avoids
the problem of evaluating the correction factor of (2).

B. Polynomial Residue Number System

Similar to RNS, a PRNS is defined through a
set of , pair-wise relatively prime polynomials

. We denote by
the dynamic range of the PRNS.

In PRNS, every polynomial , with
, has a unique PRNS representation:

(5)

such as , denoted as . In
the rest of the paper, the notation “ ” to denote polynomials
shall be omitted, for simplicity. The notation will be used in-
terchangeably to denote either an integer or a polynomial ,
according to context.
Assuming the PRNS representation

and of two polynomials ,
then all operations can be performed in parallel, as

(6)

Conversion from PRNS to weighted polynomial representa-
tion is identical to the MRC for integers. The only difference is
that, the subtractions in (4) are substituted by polynomial addi-
tions.

IV. MONTGOMERY MULTIPLICATION

A. Arithmetic

Field elements in are integers in and
arithmetic is performed modulo . Montgomery’s algorithm
for modular multiplication without division [43] is presented
below, as Algorithm 1, in five steps, where is the Mont-
gomery radix, , and . must be chosen so
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that steps 2 and 5 are efficiently computed. It is usually chosen
to be a power of 2, when radix-2 representation is employed.
Since Montgomery’s method was originally devised to avoid

divisions, it is well-suited to RNS implementations, considering
that RNS division is inefficient to perform.

B. Arithmetic

Field elements in are polynomials represented as bi-
nary vectors of dimension , relative to a given polynomial basis

, where is a root of an irreducible poly-
nomial of degree over . The field is then realized as

and the arithmetic is that of polynomials of de-
gree at most , modulo [1].
The addition of two polynomials and in is per-

formed by adding the polynomials, with their coefficients added
in , i.e., modulo 2. This is equivalent to a bit-wise XOR
operation on the vectors and . The product of two elements
and in is obtained by computing

(7)

where is a polynomial of degree at most and .
A Montgomery multiplication algorithm suitable for polyno-
mials in has been proposed [19]. Instead of computing
the product , the algorithm computes

, with and is a special fixed
element in . The selection of is the most
appropriate, since modular reduction and division by are
simple shifts [3]. The algorithm is identical to Algorithm 1, ex-
cept from the constant in step 2, which is in .

V. A NEW METHODOLOGY FOR EMBEDDING RESIDUE
ARITHMETIC IN MONTGOMERY MULTIPLICATION

A. Embedding RNS in Montgomery Multiplication

An MRC-based algorithm [44] that avoids the evaluation of
the factor of (2) forms the basis of the proposed RNS-based
Montgomery multiplication algorithm. The derived algorithm is
briefly presented here as Algorithm 2, and extended for the case
of .
Two RNS bases are introduced, namely

and , such that
. The 5 steps of the Montgomery algorithm are translated

to RNS computations in both bases, denoted from now on as
.

Initially, the inputs , are expressed in RNS representation
in both bases as and . Steps 1, 3, and 4 of Algorithm 1, in-
volve addition and multiplication operations, thus their transfor-
mation to RNS is straightforward. For steps 2 and 5, the Mont-
gomery radix is replaced by , which is the range

of .We also denote as the range of base . Then,
in the second step, in RNS format is computed in base by

. Nevertheless, the computations in base cannot
be continued for steps 3, 4, and 5 of Algorithm 1, since in step 5
we would need to compute a quantity of the form ,
which does not exist since s are factors of . Thus, a base con-
version (BC) step, from base to base , is inserted, to compute
. is then used to execute the old steps 3, 4, and 5 in base .

The result at the end of this algorithm is a quantity in RNS
format that equals , since BC is error-free.
In Algorithm 2, inputs and output are all less than , so that
they are compatible with each other. This allows the construc-
tion of a modular exponentiation algorithm by repetition of the
RNS Montgomery multiplication. Base conversion in step 7 is
utilized for the same reason. Algorithm 3 depicts the proposed
base conversion process that converts an integer expressed in
RNS base as to the RNS representation of another base
. In contrast to other RNS Montgomery multiplication algo-

rithms which also employ MRC [39], [40], [44], the proposed
one implements a simplified version of the MRC in (3) and (4)
which, as will be shown in next sections, not only reduces the
total complexity of the algorithm but also offers better oppor-
tunities for parallelization of operations. Dual-field circuitry is
also not offered by the works in [39], [40], [44]. Algorithm 3
implements (4) in steps 1–8 to obtain the mixed-radix digits
of . In steps 9–15, (3) is realized, while the whole summation
is computed modulo each modulus of the new base .
The two base conversions in the RMM algorithm are error-

free, contrasted to other algorithms that employ CRT and utilize
approximationmethods to compute the correction factor of (2)
[6], [7], [38]. Conditions and are
sufficient for the existence of and , respectively.
As it holds that

(8)

it follows that is sufficient for to hold when
. Finally, (8) also shows that is sufficient for
and . Since is the maximum intermediate

value, all values are less than [6], [44].

B. Embedding PRNS in Montgomery Multiplication

A modification of the Montgomery algorithm for multipli-
cation in that encompasses PRNS is proposed next.
The proposed algorithm employs general polynomials of any
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degree, and is an extension of an algorithm [12], which em-
ploys trinomials for the PRNS modulus set. Additionally, the
proposed algorithm addresses the problem of converting data
to/from PRNS representation. In contrast to a similar algorithm
in [45], which employed CRT for polynomials for the BC algo-
rithm, the proposed architecture employs MRC. This allows for
dual-field RNS/PRNS implementation, which is not supported
in [45], and a new methodology to implement RNS-to-binary
conversion as will be shown in Section V-D.
The proposed algorithm for PRNS Montgomery

multiplication (PRMM) is presented below as Algorithm 4.
The corresponding algorithm for base conversion in
is identical to Algorithm 3, thus it is omitted for simplicity rea-
sons. The only difference is that integer additions/subtractions
and multiplications are replaced by polynomial ones. Again,
the degree of input and output polynomials are both less than
, which allows the construction of a modular exponentiation
algorithm by repetition of the PRMM. Base conversion in
step 7 is employed for the same reason.
1) Proof of PRMM Algorithm’s Validity:
Theorem 1: If , (2) , (3)

, and (4) , then Algorithm 4 outputs
, for which and .
Proof: Since and , is

relatively prime to and is relatively prime to . Thus, the
quantities and exist , and therefore

and exist.
Assume that the polynomial is a multiple of , i.e.,

. Then, , which means that
. This corresponds to step 2 of the PRMM algo-

rithm, which means that step 6 is error-free since base conver-
sion in step 3 is error-free, therefore PRMM holds.
Furthermore, it must be proved that the resulting polynomial
of Algorithm 4 is a polynomial of degree less than . It holds
that

(9)

Since is the maximum intermediate value of Algorithm 4,
its degree must be less than the degree of the polynomial .
Under this assumption, we get

(10)

From (9) and (10) we have

(11)

Finally, note that (10) is independent of , thus selecting
is sufficient.

C. The Proposed Dual-Field Montgomery Multiplication
Algorithm

A careful examination of RMM and PRMM algorithms, re-
veals potential for unification into a common dual-field residue
arithmetic Montgomery multiplication (DRAMM) algorithm
and a common dual-field base conversion (DBC) algorithm.
The unified algorithms are depicted below as Algorithms 5 and
6, where represents a dual-field addition/subtraction and
represents a dual-field multiplication. An important aspect is
that all operations within the DRAMM and the DBC algorithms
are now decomposed into simple multiply-accumulate (MAC)
operations of word-length equal to the modulus word length
. This allows for a fully-parallel hardware implementation,
employing parallel MAC units, each dedicated to a modulus of
the RNS/PRNS base.
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Finally, the conditions from Sections V-A and V-B, for a valid
RNS/PRNS transformation of the Montgomery algorithm yield

(12)

which means that one should select RNS/PRNS ranges of word
length

(13)

for the bases and , respectively. Algorithms 5 and 6 along
with conditions (12) and (13) form the complete framework for
a dual-field residue arithmetic Montgomery multiplication.
As described before, the structure of the proposed algorithm

allows it to be reused in the context of any exponentia-
tion algorithm. A possible implementation is depicted in
Algorithm 7, requiring in total DRAMMmultiplications
[4], [46].

D. Conversions

In the following discussion, base shall
be used as an example to analyze the conversions to/from
residue representations, without loss of generality.

1) Binary-to-Residue Conversion: A radix- representation
of an integer as an -tuple satisfies

... (14)

where, . A method to compute must be
devised, that matches the proposed DRAMM’s multiply-accu-
mulate structure. By applying the modulo operation in (14)
we obtain

(15)

If constants are precomputed, this computation is well-
suited to the proposed MAC structure and can be computed in
steps, when executed by units in parallel.
Similar to the integer case, a polynomial can

be written as

... (16)

Applying the modulo operation in (16) it yields

(17)

which is a similar operation to (15), if are precomputed.
From (15) and (17), it is deduced that conversions in both

fields can be unified into a common conversion method, if dual-
field circuitry is employed, as already mentioned for the case of
the DRAMM and DBC. In the rest of the paper, the radix vec-
tors and of both fields
shall be denoted as a common radix vector , without loss of
generality.
2) Residue-to-Binary Conversion: As all operands in (4) are

of word length , they can be efficiently handled by an -bit
MAC unit. However, (3) employs multiplications with large
values, namely the s.
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Fig. 1. Dual-field full-adder cell (DFA).

To overcome this problem, (3) can be rewritten in matrix no-
tation, as in (18), shown at the bottom of the page, which implies
a fully parallel implementation of the conversion process. The
inner products of a row are calculated in parallel in each MAC
unit. EachMAC then propagates its result to subsequent MACs,
so that at the end the last MAC( ) outputs the radix- digit
of the result. In parallel with this summation, inner products of
the next row can be formulated, since the adder and multi-
plier of the proposed MAC architecture may operate in parallel.

VI. HARDWARE IMPLEMENTATION

A. Dual-Field Addition/Subtraction

A dual-field full-adder (DFA) cell (Fig. 1) is basically a
full-adder (FA) cell, equipped with a field-select signal
that controls the operation mode [33]. In the proposed im-
plementation, 3-level, carry-lookahead adders (CLA) with
4-bit carry-lookahead generator groups (CLG) are employed
[47]. An example of a 4-bit dual-field CLA adder is shown in
Fig. 2. The GAP modules generate the signals ,

, , and AND gates along with
a signal control whether to eliminate carries or not. The
carry-lookahead generator is an network based
on (19) [47].

(19)

Fig. 2. Dual-field CLA.

1) Dual-Field Modular/Normal Addition/Subtraction: With
trivial modifications of algorithms for modular addition/sub-
traction in [3], [4], a dual-field modular adder/subtracter
(DMAS) shown in Fig. 3 can be mechanized using CLA adders.
When , the circuit is in mode and the output

is derived directly from the top adder which performs a
addition. When , the circuit may operate either as a
normal -bit adder/subtracter or
as a modular adder/subtracter .
In the first case, the output is the concatenation of the outputs

of the two adders. This is required during residue-to-binary con-
version, since (18) dictates that , -bit quantities need to be
added recursively via a normal adder.

B. Dual-Field Multiplication

A parallel tree multiplier, which is suitable for high-speed
arithmetic, and requires little modification to support both
fields, is considered in the proposed architecture. Regarding
input operands, either integers or polynomials, partial product
generation is common for both fields, i.e., an opera-
tion among all operand bits. Consequently, the addition tree
that sums the partial products must support both formats. In

...
...

...
...

...
...

...
...

...
...

(18)
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Fig. 3. Dual-field modular/normal adder/subtracter (DMAS).

Fig. 4. Dual-field multiplier (DM).

mode, if DFA cells are used, all carries are eliminated
and only operations are performed among partial prod-
ucts. In mode, the multiplier acts as a conventional
tree multiplier. A 4 4-bit example of the proposed dual-field
multiplier (DM) with output in carry-save format is depicted in
Fig. 4.

C. Dual-Field Modular Reduction

A final modular reduction by each RNS/PRNS modulus is re-
quired, for each multiplication outcome, within each MAC unit.
From several modular reduction strategies [3], a method based
on careful modulus selection is utilized, since, not only it offers
efficient implementations but also provides the best unification
potential at a low area penalty.
Assume a -bit product that needs to be reduced modulo

an integer modulus . By selecting of the form ,
where the -bit , the modular reduction process can

Fig. 5. Dual-field modular reduction unit (DMR).

be simplified as

(20)

From (20), it is apparent that

(21)

The same decomposition can be applied to polynomials and
consequently, if dual-field adders and dual-field multipliers are
employed, a dual-field modular reduction (DMR) unit can be
mechanized as shown in Fig. 5. The word length of can be
limited to a maximum of 10 bits for a base with 66 elements [6].

D. MAC Unit

The circuit organization of the proposed MAC unit is shown
in Fig. 7. Its operation is analyzed below in three steps, corre-
sponding to the three phases of the calculations it handles, i.e.,
binary-to-residue conversion, RNS/PRNS Montgomery multi-
plication, and residue-to-binary conversion.
1) Binary-to-Residue Conversion: Initially, -bit words of

the input operands, as implied by (15), are cascaded to each
MAC unit and stored in RAM1 at the top of Fig. 7. These words
serve as the first input to the multiplier, along with the quantities
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Fig. 6. Task distribution in the proposed DRAMM.

TABLE I
NORMALIZED AREA AND DELAY OF THE PROPOSED DRAMM ARCHITECTURE

-bit DF-CLA. -bit. -bit. 3-input -bit DF-CLA.
3-input -bit DF-CLA. 2-input -bit DF-CLA. -bit adders. -bit.

or , which are stored in a ROM. Their multi-
plication produces the inner products of (15) or (17) which are
added recursively in the DMAS unit. The result is stored via the
bus in RAM1. The process is repeated for the second operand
and the result is stored in RAM2, so that when the conversion
is finished, each MAC unit holds the residue digits of the two
operands in the two RAMs. The conversion requires steps to
be executed.
2) MontgomeryMultiplication: The first step of the proposed

DRAMM is a modular multiplication of the residue digits of the
operands. Since these digits are immediately available by the
two RAMs, a modular multiplication is executed and the result
in is stored in RAM1 for base and RAM2 for base . Step
2 of DRAMM is a multiplication of the previous result with a
constant provided by the ROM. The results correspond to
inputs of the DBC algorithm and are stored again in RAM1. All
MAC units are updated through the bus with the corresponding
RNS digits of all other MACs and a DBC process is initiated.

To illustrate the DBC process, a task distribution graph is pre-
sented in Fig. 6 for a DRAMM requiring moduli. Two
cases are represented; the first corresponds to a fully parallel ar-
chitecture with units and the second shows how the tasks
can be overlapped when only MAC units are available.
Each MAC unit has been assigned to a different color, thus in
the overlapped case the color codes signify when a MAC unit
performs operations for other units. In the example of Fig. 6,
MAC(1) handles MAC(4) and MAC(2) handles MAC(3).
In each cycle, modular additions and multiplications are per-

formed in parallel in each MAC. To depict this, each cycle is
split in two parts: the operations on the left correspond to mod-
ular additions and on the right to modular multiplications. The
results obtained by each operation are depicted in each cycle
(they correspond to Alg. 6), while idle states are denoted by
dashed lines. An analysis on the number number of clock cy-
cles required, and how MAC units can be efficiently paired is
presented in the next section.
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Fig. 7. The proposed MAC unit.

Fig. 8. The proposed DRAMM architecture.

TABLE II
NORMALIZED AREA AND DELAY OF STANDARD CELLS

The remaining multiplications, additions, and the final DBC
operation required by the DRAMM algorithm are computed
in the same multiply-accumulate manner and the final residue
Montgomery product can be either driven to the I/O interface,
or it can be reused by the MAC units to convert the result to
binary format.
3) Residue-to-Binary Conversion: Residue-to-binary con-

version is essentially a repetition of the DBC algorithm, except
for steps 9–14, which are no longer modulo operations. To illus-
trate the conversion process, assume the generation of the inner
products in row 1 of (18). Each product is calculated in parallel
in each MAC unit and a “carry-propagation” from MAC(1) to

is performed to add all inner products. When sum-
mation finishes the first digit of the result is produced in

. In parallel with this “carry-propagation”, the inner
products of line 2 are calculated. As soon as a MAC unit com-
pletes an addition of carry-propagated inner products for line 1,
a new addition for line 2 is performed. The process continues
for all lines of (18) and the result is available after steps. The
complete DRAMM architecture is depicted in Fig. 8.

VII. PERFORMANCE AND COMPARISONS

A. Area and Delay Estimations

Table I summarizes the area and delay complexity of the pro-
posed architecture, in terms of the parameters . In general,
delay and area of a cell shall be denoted with and re-
spectively.

Regarding the area of a -bit, dual-field CLA adder, with
4-bit carry-lookahead generator (CLG) modules and three CLG
levels it holds that [47]

(22)

Based on (22) it is easy to show that a bit CLA is
approximately 3 times larger than an -bit DFA, which ex-
plains the factor 3 regarding the area of the dual-field CLA
in Table I [47].
1) Number of Clock Cycles: Assume that parallel

MAC units are utilized in a real implementation. To simplify the
discussion it is assumed that is a multiple of , i.e., .
This means that each one of the first ,
will provide results for more channels. By construction
of the MRC, the DBC process in Fig. 6 requires clock
cycles in the full parallel case. Each channel requires
cycles for multiplications and cycles for additions,

thus each channel has free slots for multiplications and
free slots for additions (idle states in Fig. 6).

Let us assume for simplicity that . The free slots in each
will accommodate operations from one ,

and one , . Since each
requires multiplications and additions and

each requires cycles for multiplications and
cycles for additions, then the cycles required to accommodate
the results are . The free slots in each
are thus the extra cycles to produce all results in each

are . The
problem transposes to finding the best combinations for
so that the quantity minimizes. The problem
can be described in terms of the following pseudo-code:

1: for all do

2: for do

3:

4: end for

5: end for

6: find common

7: for all do

8: match with and such that

9: end for

The pseudo-code calculates all possible values of extra cy-
cles for all combinations of and in step 6 we select
as the maximum common value for all . For every dis-
tinct combination that satisfies we match the
corresponding units until all distinct pairs of units in positions

are assigned to a distinct unit in position . The remaining
6 steps of the DRAMM require cycles in total.
2) Memory Requirements: Table III summarizes the ROM

requirements of the proposed DRAMM architecture. As far as
RAM is concerned, the worst case occurs duringDBC and input/
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Fig. 9. Normalized complexities for (a) time; (b) area.

Fig. 10. Area time product function .

output conversions. This amounts to a -bit RAM1/2
per MAC unit, thus in total a -bit RAM is required
by the proposed DRAMM architecture.

B. Comparisons With RNS Implementations

The proposed architecture introduces the concept of dual-
field RNS Montgomery multiplication, which is not supported
by existing RNS solutions [6], [7], [11], [13], [38]–[41]. The
architecture in [38] requires additional bits in the mantissa of
the arithmetic units employed, in order to accurately compute
the final modular product. Although the authors in [38] do not
provide accurate metrics of the hardware complexity, the bit
precision of the proposed MAC unit is equal to the modulus
word-length, implying a simpler VLSI structure and less hard-
ware. In [7], no hardware details are discussed, while the pro-
posed algorithm is impractical in real cryptosystem implemen-
tations. Data sent from one party to another are in RNS format
which, as a concept, poses limitations on the hardware architec-
ture of the communicating parties.
Compared to themostefficient andpracticalRNSimplementa-

tions in [6], [11], [13], [41], the proposed architecture further re-
duces the number ofmodularmultiplications for the base conver-
sion and the RNS-to-binary conversion, as depicted in Table IV.
Other algorithms that employMRC also perform worse. For ex-
ample, the work in [40] requires modular multiplica-
tions while the work in [39] is a predecessor of [7], which also
performsworse as shown in Table IV. This is also due to the sim-
plifiedversionofMRCemployed in thiswork that requires

TABLE III
PARAMETERS OF THE PROPOSED DRAMM STORED IN ROM

TABLE IV
NUMBEROFMODULARMULTIPLICATIONS IN THEDRAMMALGORITHM

multiplication to implement (4), while [39] requires
multiplications for the sameconversion [39], [40].
This improvement is due to the choice of MRC instead of

CRT employed in [6], [11], [13], [41], and due to the proposed
matrix approach for the output conversion. Finally, compared
to [6], [7], [13], [41], base conversion is error-free and does not
require extra operations to produce the correct result.

C. Complexity Comparisons With Non-RNS Implementations

None of the RNS implementations presented previously pro-
vided comparisons with non-RNS solutions. In the following,
a systematic, technology-independent, complexity comparison
between RNS and non-RNS architectures is attempted for the
first time, plus a function-based approach for the calculation
of the optimal values for the parameters is developed. As
common constants for all comparisons, the TSMC 0.13 m li-
brary of standard cells in Table II is employed [24].
The references in Tables V and VI, refer to both scal-

able [28]–[30]31], [33], [48] and non-scalable architectures
[22]–[24]. Regarding the scalable implementations which
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TABLE V
NORMALIZED TIME AND AREA COMPLEXITY COMPARISONS IN

design with 5-to-2 CSA. design with 4-to-2 CSA. . . . , each PE is bit-sliced.
otherwise. . fastest case for time complexity, area calculated by the authors.
calculated by the authors in [29]. , . .

encompass multiple PEs, if -bit input operands are employed,
then or (if carry-save format is used
or not accordingly), is the number of PEs, and .
Table V offers a detailed, technology-independent compar-

ison with the most up-to-date non-RNS solutions. The time
complexity of the proposed architecture is a function ,
calculated according to Table I, while it is a constant for each
of the other works. Selecting and , a
plot for the time complexity can be sketched, as shown
in Fig. 9(a).
The normalized area of the proposed architecture is provided

as a 2-variable function , by selecting a typical value
for the word length of . The other works provide func-

tions of , , and . A plot of is depicted in Fig. 9(b).
The area of the proposed architecture, although larger, is of
comparable magnitude as the other works. Unfortunately, com-
plexity comparisons are not offered for the RNS implementation

TABLE VI
NORMALIZED AREA-TIME COMPLEXITY COMPARISONS FOR A 1024-BIT

MONTGOMERY MULTIPLICATION (CPA DELAYS INCLUDED)

Only the fastest versions of other works are considered.

in [13]. Instead, only metrics in terms of the number of Adap-
tive Logic Modules (ALM) of the Stratix II FPGA are given.
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TABLE VII
AREA-TIME COMPARISONS FOR 1024-BIT MODULAR EXPONENTIATION

Calculated by the authors. Original value is 12,537 slices. Each slice contains 2 LUTs in the XCV6000 device [49].
Result in CSA format, CPA delay should be included. Equivalent area only for the multiplier.
optimized for area and power. original value is 4.2 ms using a 4-bit window method exponentiation algorithm [11].
design does not fit in this device, results are offered though for comparisons with other Xilinx Virtex II designs

Altera does not provide the number of gates per ALM, thus a
direct comparison is infeasible.
To depict the trade-offs between RNS and non-RNS imple-

mentations, the area-time product is given in Fig. 10 as a func-
tion for a 1024-bit implementation.
Table VI was created by assigning values to the parameters

in Table V used in other works, to obtain numerical
values for the number of cycles, normalized delay and area. The
normalized areas are calculated for the complete designs and
total execution time is calculated by the product cycles crit-
ical path, all under the common TMSC 0.13 m technology.
Based on the derived functions , one

can parameterize the proposed RNS architecture for minimum
delay, area, or product, according to the require-
ments.

D. Area-Time-Power Comparisons

To verify the complexity comparisons presented in the pre-
vious paragraphs, a prototype of the proposed DRAMM archi-
tecture was synthesized in Xilinx Virtex 4 (XC4VFX60) FPGA
device using VHDL. Post-layout results were obtained from the
Xilinx 14.4 ISE tool [50] and are presented in Table VII for three
combinations of . Note that the last configuration for ,

would not fit in the FPGA device, so it was optimized

for area and power minimization, while the other two were op-
timized for timing performance using the corresponding strate-
gies of the Xilinx 14.4 ISE tool.
In cases where other works reported area in terms of CLB

slices, the equivalent area in terms of LUT was calculated ac-
cording to the Xilinx FPGA datasheets [49]. Exponentiation ex-
ecution times were calculated assuming that a single exponen-
tiation requires Montgomery multiplications. Works in
[13], [37], [40] provide results for precisions up to 512-bit, thus
direct comparisons are infeasible. The works in [39], [51] were
also not included since no experimental results are presented.
Finally, the work in [41] was omitted since it offers speed and
area results for the fully-parallel case of , which is
unfair to compare with the proposed configuration that employs
time-sharing among MAC units. Additionally, area results are
offered in terms of m which is incompatible with the values
offered by other works.
Finally, power consumption measurements were performed

using the XPower Analyzer functionality of Xilinx 14.4 ISE tool
[50]. For the three configurations of the proposed DRAMM in
Table VII the corresponding consumptions are 1,656/588 mW
( , ), 1,265/598 mW ( , ) and
1,076/595 mW ( , ) respectively, where the first
value is the total consumption and the second is the leakage
power. From the considered works only [31] reports that the
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complete unit draws 69/23 mW. In terms of power/throughput
efficiency (throughput is in terms of exponentiations/sec) the
corresponding values are 14.9 ( , ), 7.61 ( ,

) and 4.75 ( , ) for the proposed architecture
and 1.14 for [31].
Table VII is in accordance with the complexity comparisons

in Table V. It is proved that the proposed architecture outper-
forms existing implementations in terms of total execution time
for a modular exponentiation, with an overhead in area. How-
ever, when considering RNS implementations, other useful
RNS properties like the proposed dual-field design, fault-detec-
tion [14] and, more recently, immunity against hardware-fault
attacks [52] should be taken into account.
Both Table VI and Table VII are sorted from the fastest to the

slowest design for easy comparisons. The results of the com-
plexity analysis are in accordance with the results obtained from
synthesis, since five out of nine references appear in the same
ranking ([11] can be ignored since no complexity results are pro-
vided). Deviations exist mainly due to the fan-out factor, which
is not included in the complexity analysis, plus due to the com-
pletely different characteristics of each implementation plat-
form, even between FPGA packages of the same FPGA family
[49].

VIII. CONCLUSION

The mathematical framework and a flexible, dual-field,
residue arithmetic architecture for Montgomery multiplica-
tion in and is developed and the necessary
conditions for the system parameters (number of moduli
channels, modulus word length) are derived. The proposed
DRAMM architecture supports all operations of Montgomery
multiplication in and , residue-to-binary and
binary-to-residue conversions, MRC for integers and poly-
nomials, dual-field modular exponentiation and inversion, in
the same hardware. Generic complexity and real performance
comparisons with state-of-the-art works prove the potential of
residue arithmetic exploitation in Montgomery multiplication.
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